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Abstract - Big data is a large volume of complex data structured and unstructured to reveal patterns and trends. Big data 

is a large amount of data storage and delivery on a semi-trusted big data sharing platform. Secured data communication is 

employed to perform the data point communication securely. Data security is an important role in guaranteeing a large 

number of data. Security in data communication transfers the message between sender and receiver to preserve the 

message as confidential. Cryptography performs the secured communication with an adversarial behaviour. Many 

researchers carried out their research for performing secured data communication. But, the data confidentiality level was 

not improved, and existing cryptographic methods did not reduce delay. Different cryptographic methods are discussed to 

perform the secured data communication to address these issues. 
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1. Introduction 
Big data security protects against attacks, thefts and 

malicious activities. Big data security challenges are multi-

faced for different companies. Big data was the new 

technology to present essential services for daily life. Big 

data sources vary from data sources in terms of quantity. 

Secure communications are an essential need in different 

applications. Secure transmission is described as the data 

transfer, like confidential information, through a secured 

channel. Secure communication is interacting with two 

entities and not allowing the third party to listen. The 

people shared the information with different degrees of 

certainty. 

 

This paper is organized as follows: Section 2 reviews 

the efficient secured communication techniques with big 

data. Section 3 explains the existing secured 

communication methods. Section 4 discusses the 

experimental evaluation with possible comparisons. 

Section 5 describes the limitation of existing secured 

communication techniques. Section 6 concludes the paper. 

 

2. Literature Review 
A blockchain-based secure data sharing platform with 

fine-grained access control (BSDS-FA) was designed in 

[1] to address the privacy leakage issues during the data 

sharing process in the Internet of Things. But, the data 

confidentiality rate was not increased by BSDS-FA. A 

risk analysis approach is termed. Methodology for 

Analysis of Risks on Information System (MARISMA) 

was introduced in [2] for the Big Data environment. But, the 

execution time was not reduced by the risk analysis 

approach. 

 

Blockchain-based identity authentication and trusted 

service evaluation were introduced in [3] to solve the 

unreliability issues for the submitted reviews. The users 

attained credible reviews of service vendors through the 

review publicity module. But, the security level was not 

reduced by blockchain-based identity authentication. 

Holistic Big Data Integrated Artificial Intelligent Modeling 

(HBDIAIM) was introduced in [4] to increase the privacy 

and security features of the data management interface in 

smart city applications. However, the data confidentiality 

rate was not increased by HBDIAIM. 

 

Cybersecurity was provided in [5] for big data. The 

big data was protected for cybersecurity. But, the 

computational cost was not minimized by BDA. An 

anonymous and privacy-preserving federated learning 

scheme was designed in [6] for industrial applications. The 

federated learning scheme reduced privacy leakage 

through sharing parameters between the server and the 

participant. Though the accuracy level was increased, the 

security level was not increased. 

 

A blockchain-based decentralized data trading system 

was introduced in [7] through smart contract-based data 

matching and reward allocation. But, time consumption for 

data communication was not minimized by the designed 

system. An efficient cloud storage system was introduced 

in [8] with the security restriction through the Hadoop 

framework on Apache Ambari. Ambari framework 

provided multi-layered protection for data stored in 

Hadoop distributed file system. But, the data 

confidentiality rate was not reduced by an efficient cloud 

storage system. 

 

A new tensor-based optimization model was 

introduced in [9] for secure sustainable cyber- physical-

social big data. The designed model optimized tasks in 

secure cyber-physical-social big data computation. But, 

computational complexity was not minimized by the 

designed model. PredictDeep framework was introduced in 

[10] for anomaly detection and prediction. The graph 
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model gathered the analytical activities and interrelation. 

However, the data confidentiality was not increased by the 

PredictDeep framework. 

 

Blockchain technology was introduced in [11] to 

handle the healthcare system by attaining better solutions. 

The designed scheme guaranteed better security with a 

smart contract. But, the delay time was not reduced by 

blockchain technology. A security scheme termed 

Lightweight Hybrid Scheme (LHS) was designed in [12] 

depending on Diffie-Hellman key exchange and Elliptic 

Curve Cryptography. But, the encryption time was not 

reduced by LHS. 

 

3. Secured Big Data Communication 
Big data is a new technology with many data with 

high velocity, high volume and high variety with 

management difficulty. Big data is the process of 

analyzing, storing and processing a large amount of data. 

Security in the era of big data and especially to the 

problem of reconciling security and privacy models by 

exploiting the map-reduce framework. Data can be 

classified as public, confidential and sensitive. Security 

was challenging in a big data environment with billions of 

devices and technologies for different security issues. The 

security mechanisms guaranteed the integrity and data 

suitability transmitted through communication devices and 

gateways. The data were transmitted to the destination 

node without tampering or distortion in the journey. A 

trust was carried out between communication devices 

where confidential data gets transmitted. 

 

3.1. BDSS-FA: A Blockchain-Based Data Security 

Sharing Platform with Fine-Grained Access Control 

A blockchain-based secure data sharing platform with 

fine-grained access control (BSDS-FA) was introduced to 

address the privacy leakage issues during data sharing on 

the Internet of Things. A hierarchical attribute-based 

encryption algorithm employed the hierarchical attribute 

structure and multi-level authorization centre. The 

designed algorithm employed flexible and fine-grained 

access control by distributing user attributes to 

authorization centres. The designed algorithm combined 

with Fabric blockchain technology addresses the huge 

decryption cost issues for users with the Internet of things. 

Smart contracts in blockchain executed the high-

complexity partial decryption algorithm to minimize the 

user decryption overhead. Blockchain recognized the 

traceability of historical operations to address the security 

needs of open and transparent supervision of data 

restriction. The designed hierarchical attribute-based 

encryption algorithm was considered CPA-safe. BDSS-FA 

provided secure and reliable data sharing services for users 

of the Internet of Things. 

 

A hierarchical attribute-based encryption algorithm 

(HABE) was introduced to address data sharing access 

control issues. The system performance of a single 

authorization agency was increased by allocating different 

users to authorization centres for management. BSDS-FA 

presented the fine-grained access control for guaranteeing 

shared data security. Two smart contracts, namely 

validation contract and decryption contract, were designed 

depending on the fabric blockchain. The validation 

Contract was accountable for identifying the validity of 

user access rights. Decryption Contract was accountable 

for partial decryption of ciphertext in HABE. The 

decryption Contract minimized the computational 

overhead of the data consumer and increased the 

decryption performance. 

 

3.2. MARISMA-BiDa pattern: Integrated risk analysis 

for big data 

Data was essential for all companies, undoubtedly 

helping grow their quantity. Big Data appear in context as 

a collection of technologies that manage the data to attain 

the information for decision-making. Security risk in Big 

Data was examined appropriately to preserve the system 

and secure the information. A risk analysis approach 

termed Methodology for the Analysis of Risks on 

Information System (MARISMA) was introduced for Big 

Data environments. The designed approach depended on 

the security analysis method supported by many clients' 

technological environments in the cloud. MARISMA and 

eMARISMA were designed to get adapted for specific 

contexts like Big Data. MARISMA comprised two 

essential components, namely risk analysis and 

management process. The designed process was supported 

through an automated tool termed eMARISMA that helps 

in analysis and decision making. The designed process 

employed a particular pattern depending on the meta-

pattern where MARISMA was applied to the IT 

environment. The two central components of the 

MARISMA methodology were reusable elements. 

MARISMA was adaptable and applicable to various 

contexts where patterns for different contexts were 

described with the elements of risk analysis and 

management process in meta-pattern. 

 

3.3. BCSE: Blockchain-Based Trusted Service 

Evaluation Model over Big Data 

A blockchain-based identity authentication scheme 

and trusted service evaluation model were introduced to 

address the unreliability issues submitted. The new trusted 

service evaluation model comprised blockchain-based 

identity authentication, evaluation submission, and 

evaluation publicity. In the evaluation model, 

authenticated users submit the reviews to the service 

vendors. The registration and authentication record of user 

identity and review for service vendors were stored in the 

blockchain network. The designed model guaranteed the 

credibility of user reviews for service vendors. The users 

obtain credible reviews of service vendors through the 

review publicity module. 

 

A blockchain-based decentralized identity 

authentication scheme was designed with a trusted service 

evaluation model depending on the authentication scheme. 

An identity authentication function was employed through 

joining cryptography confidentiality and modification 
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resistance of blockchain. Cryptography public keys and 

identity authentication records were accumulated in 

blockchain to form a continuous contextual data record 

structure. In the evaluation model, users who authenticate 

submit the reviews to the service provider. The identity 

authentication scheme minimized the dependence on the 

authentication centre and identified the identity 

authentication as transparent and auditable. The designed 

scheme increased the credibility of identity authentication. 

In the BlockChain-based trusted Service Evaluation 

(BCSE) model, users who passed authentication submit 

the reviews. User records of identity registration and 

authentication were stored in the blockchain to guarantee 

the evaluation authenticity obtained by service vendors. 

 

4. Performance Analysis of Secured 

Communication Techniques with Big  Data 
To compare the secured communication methods, the 

number of data is considered input to the experiment. For 

experimental evaluation of three methods: blockchain-

based secure data sharing platform with fine-grained 

access control (BSDS-FA), Methodology for Analysis of 

Risks on Information System (MARISMA) and 

Blockchain-based Identity Authentication, Mobile Health 

Human Behaviour Analysis is taken from Kaggle. 

HEALTH (Mobile HEALTH) dataset includes the body 

motion and vital signs recordings of ten volunteers with 

different profiles while performing various physical 

activities. Sensors placed on the subject's chest, right wrist 

and left ankle are used to determine the motion 

experienced by different body parts, namely, acceleration, 

rate of turn and magnetic field orientation. The sensor on 

the chest provides 2-lead ECG measurements for heart 

monitoring. Result analysis of existing techniques are 

determined with certain parameters are 

  

• Data delivery ratio 

• Data confidentiality rate and 

• Processing time 

 

4.1. Impact on Data Delivery Ratio 

The data delivery ratio is the number of data correctly 

delivered to an authorized user. It is computed as 

 

𝐷𝐷𝑅 =  
𝑁𝑜.  𝑜𝑓 𝑑𝑎𝑡𝑎 𝑐𝑜𝑟𝑟𝑒𝑐𝑡𝑙𝑦 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 𝑡𝑜 𝑎𝑛 𝑎𝑢𝑡ℎ𝑜𝑟𝑖𝑧𝑒𝑑 𝑢𝑠𝑒𝑟 

𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑑𝑎𝑡𝑎
∗

100    (1)       

 

From (1), the data delivery ratio (DDR) is calculated. 

It is computed in terms of percentage (%). The method is 

more efficient when the data delivery ratio is higher. 

 

Table 1 explains the data delivery ratio to the number 

of data ranging from 10 to 100. Data delivery ratio 

comparison takes place on an existing blockchain-based 

secure data sharing platform with fine-grained access 

control (BSDS-FA), Methodology for Analysis of Risks on 

Information systems (MARISMA) and Blockchain-based 

Identity Authentication. The graphical representation of 

t h e  data delivery ratio comparison is described in figure 

1. 
Table 1. Tabulation of Data Delivery Ratio 

Number of 

Data 

(Number) 

Data Delivery Ratio (%) 

BSDS-FA MARIS

MA 

Blockchain-

based Identity 

Authentication 

10 85 81 78 

20 88 83 80 

30 90 85 82 

40 92 88 83 

50 91 87 81 

60 94 89 84 

70 96 91 86 

80 93 88 84 

90 91 86 82 

100 92 89 85 

 

Fig. 1 Measurement of Data Delivery Ratio 

 

From figure 1 above, the data delivery ratio depending 

on the different numbers of data is described. The blue 

colour bar denotes the data delivery ratio of BSDS-FA. 

The red and green bar correspondingly symbolizes the data 

delivery ratio of MARISMA and Blockchain-based 

Identity Authentication. The data delivery ratio using 

BSDS-FA is observed compared to MARISMA and 

Blockchain-based Identity Authentication. It is due to 

applying a hierarchical attribute-based encryption 

algorithm (HABE) for addressing access control problems 

in data sharing. The single authorisation agency's system 

performance was improved by allocating different users to 

the authorization centres. This, in turn, helps to increase 

the data delivery ratio. The data delivery ratio of BSDS-

FA is increased by 5% compared to the MARISMA and 

11% compared to the Blockchain-based Identity 

Authentication.
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4.2. Impact on Data Confidentiality Rate 

Data confidentiality rate is the ratio of the number of 

data accessed by the authorized user to the total data. It is 

formulated as 

 

𝐷𝐶𝑇 =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑑𝑎𝑡𝑎 𝑎𝑐𝑐𝑒𝑠𝑠𝑒𝑑 𝑏𝑦 𝑎𝑢𝑡ℎ𝑜𝑟𝑖𝑧𝑒𝑑 𝑢𝑠𝑒𝑟

𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑑𝑎𝑡𝑎
    (2)  

 

From (2), the data confidentiality rate (DCR) is 

computed. It is measured in terms of percentage (%). The 

method is more efficient when the data confidentiality rate 

is higher. 

 
Table 2. Tabulation of Data Confidentiality Rate 

Number of 

Data 

(Number) 

Data Confidentiality Rate (%) 

BSDS-FA MARISMA Blockchain-

based 

Identity 

Authenticati

on 

10 78 89 84 

20 81 90 86 

30 83 92 88 

40 85 94 90 

50 82 91 89 

60 80 89 86 

70 78 87 83 

80 80 88 85 

90 82 90 87 

100 84 94 90 

 

Table 2 explains the data confidentiality rate to the 

number of data ranging from 10 to 100. Data 

confidentiality rate comparison takes place on an existing 

blockchain-based secure data sharing platform with fine-

grained access control (BSDS-FA), Methodology for 

Analysis of Risks on Information systems (MARISMA) 

and Blockchain-based Identity Authentication. The 

graphical representation of the data confidentiality rate 

comparison is explained in figure 2. 

 

In figure 2, the data confidentiality rate depending on 

the different numbers of data is explained. The blue colour 

bar denotes the data confidentiality rate of BSDS-FA. The 

red colour bar and green colour bars symbolize the data 

confidentiality rate of MARISMA and Blockchain-based 

Identity Authentication correspondingly. It is observed that 

the data confidentiality rate using MARISMA is higher 

when compared to BSDS-FA and Blockchain-based 

Identity Authentication. It is because of applying the 

security analysis method supported by the technological 

environment in the cloud for many clients. MARISMA 

and eMARISMA get adapted for Big Data during secured 

communication. This, in turn, helps to increase the data 

confidentiality rate. The data confidentiality rate of 

MARISMA is increased by 11% compared to the BSDS-

FA and 4% compared to the Blockchain-based Identity 

Authentication. 

 
 

Fig. 2 Measurement of Data Confidentiality Rate 

 

4.3. Impact on Processing Time 

Processing time is defined as the amount of time 

consumed to perform secured data communication with 

big data. It is defined as the product of the number of data 

and the amount of time consumed by one data to perform 

secured communication. It is formulated as 

 

𝑃𝑇 = 𝑁 ∗
𝑇𝑖𝑚𝑒 𝑐𝑜𝑛𝑠𝑢𝑚𝑒𝑑 𝑡𝑜 𝑝𝑒𝑟𝑓𝑜𝑟𝑚 𝑠𝑒𝑐𝑢𝑟𝑒𝑑 𝑐𝑜𝑚𝑚𝑢𝑛𝑖𝑐𝑎𝑡𝑖𝑜𝑛            

                                                                                         (3) 

 

From (3), the processing time (PT) is calculated. It 

is computed in terms of percentage (%). The method is 

more efficient when the data delivery ratio is higher. 

 
Table 3. Tabulation of Processing Time 

Number of 

Data 

(Number) 

Processing Time (ms) 

BSDS-

FA 

MARISMA Blockchain-based 

Identity 

Authentication 

10 35 40 22 

20 37 42 25 

30 40 45 27 

40 42 48 30 

50 44 51 32 

60 46 53 34 

70 48 56 37 

80 50 58 39 

90 52 60 41 

100 55 62 44 

 

Table 3 describes the processing time for the number 

of data ranging from 10 to 100. Processing time 

comparison takes place on an existing blockchain-based 

secure data sharing platform with fine-grained access 

control (BSDS-FA), Methodology for Analysis of Risks on 

Information systems (MARISMA) and Blockchain-based 

Identity Authentication. The graphical representation of 

the processing time comparison is described in figure 3. 
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Fig. 3 Measurement of Processing Time 

 

From figure 3 above, the processing time depending 

on the different numbers of data is explained. The blue 

colour bar denotes the processing time of BSDS-FA. The 

red colour bar and green colour bar represent the 

processing time of MARISMA and Blockchain-based 

Identity Authentication correspondingly. Processing time 

using Blockchain-based Identity Authentication is higher 

when compared to BSDS-FA and MARISMA. It is 

because of applying a blockchain-based decentralized 

identity authentication scheme with a trusted service 

evaluation model depending on the authentication scheme. 

An identity authentication function increases 

confidentiality with minimal time consumption. The 

processing time of Blockchain-based Identity 

Authentication is reduced by 27% compared to the BSDS-

FA and 36% compared to the MARISMA. 

 

5. Discussion and Limitation on Existing 

Secured Communication Methods with Big 

Data 
BSDS-FA method was employed for addressing the 

privacy leakage issues through the data sharing process in 

the Internet of Things. The execution efficiency and user 

decryption performance were increased by t h e  BSDS-FA 

method. A new hierarchical attribute-based encryption 

algorithm employed a  hierarchical attribute structure and 

multi-level authorization centre. The algorithm performed 

the flexible and fine-grained access control by allocating 

different user attributes. But, the data confidentiality rate 

was not improved by the proposed BSDS-FA method. 

 

A risk analysis approach termed Methodology for the 

Analysis of Risks on Information System (MARISMA) 

was introduced for Big Data environments. The designed 

approach depends on the security analysis method through 

the technological environment in the cloud using different 

clients. The risk analysis process was healthy and efficient 

for big Data. But, the execution time was not minimized 

by the risk analysis approach. 

 

Blockchain-based identity authentication and trusted 

service evaluation were introduced to address the 

unreliability problems for submitted reviews. The users 

who were authenticated submit the reviews to service the 

vendors. The designed security model guaranteed the 

credibility of user reviews for service vendors. The users 

attained credible reviews of service vendors through the 

review publicity module. But, the security level was not 

reduced by blockchain-based identity authentication. 

 

5.1. Future Direction 

The future work direction can be carried out using 

deep learning techniques to increase secured data 

communication performance with a higher data delivery 

ratio and less time consumption. 

 

6. Conclusion 
A comparison of different existing secured data 

communication performances was described. From the 

study, it is observed that the security level was not reduced 

by blockchain-based identity authentication. The survival 

review shows that the risk analysis approach did not 

minimize the execution time. In addition, the data 

confidentiality rate was not improved by the proposed 

BSDS-FA method. The wide range of experiments on 

many secured data communication methods computes the 

performance with its limitations. Finally, the research can 

be carried out using machine learning and deep learning 

methods to increase the secured data communication 

performance.
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